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INTRODUCTION

increasingly digital era develop rapid , social media has become the main platform for
public For communicate , share information , and voice opinion them . However , behind The
convenience and freedom offered by social media also appear various problems that need to be
solved get attention seriously , one of them is phenomenon insult to figures important nation ,
including heroes national . (Ong & Toh, 2023) Phenomenon This No only to smear Name good
and the dignity of the heroes , but also has the potential threaten unity and oneness nation as
well as values the noble one who has fought for by heroes the .

Hero national , as the figure who has give contribution big for independence , progress

and development nation , should be get high respect and appreciation from all over layer
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society. They is example for generation successor and symbol struggle a worthy nation upheld
high . However , along with with increasing social media usage , cases insult to hero national
the more often happened . ( Ramadhana et al., 2023 ) This No only cause unrest among society,
but also gives rise to question about effectiveness existing law in protect honor and name good
heroes national .

Insult to hero national on social media can happen in various form , start from utterance
hatred , spreading information that is not Correct or misleading , to making derogatory content
or to harass services and struggles they . Actions the No only harm the insulted party , in matter
these are the heroes national and family them , but also can impact widespread in society .
Insults kind of This potential trigger conflict social , destructive values nationality , and even
can threaten stability national If No handled with good . (Zulkarnain, 2020)

In Indonesia, efforts For protect honor and name Good someone , including hero
national , actually has set up in various regulation legislation . The Criminal Code ( KUHP) ,
for example , contains related articles with insult and defamation Name well . In addition , the
Law Number 11 of 2008 concerning Information and Transactions Electronics (ITE Law)
which has revised become Constitution Number 19 of 2016 also regulates about prohibition
distribution information of a nature insult or pollution Name Good through electronic media ,
including social media . However , even though has There is regulations governing , cases
insult to hero national on social media Still Keep going emerge . This is cause question about

effectiveness existing regulations and their implementation in protect honor of heroes national

Insults made on social media can with fast spread and have more impact big compared
to with the insults committed in a way conventional . In addition , the anonymity offered by
social media can also become challenge alone in effort enforcement law to perpetrator insults
. (Fathiya Cinindyta Utari, 2024) On the other hand , efforts For protect honor hero national
from insults on social media must also be consider aspect freedom freedom of expression
guaranteed by the constitution . Article 28E paragraph (3) of the 1945 Constitution of the
Republic of Indonesia guarantees right every citizens for emit opinion . Therefore that , is
needed balance between effort protection to hero national with guarantee right freedom express
citizens . (Irfan Pratama et al., 2022)

The problem This the more complex remembering the hero status national as figure the
public who have mark historical and symbolic for nation . In one side , their status as figure

public can make they more prone to to criticism and assessment society . On the other hand ,
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the role of important they in history and development nation make they worthy get protection
special from action insults that can destroying the legacy and values they have fight for .
(Dumitriu, 2018) In addition , the development technology very fast information also causes
challenge alone in effort protection law to hero national from insults on social media . The
emergence of various social media platforms new , development artificial intelligence
technology , deep fake, and various innovation technology others , can open gaps new For do
insult with ways that have not been accommodated in existing regulations . (Raihana et al.,
2023) Therefore that, is needed in -depth study For develop adaptive and responsive regulation
to development technology , but still uphold tall principles law and rights basic man .

Based on from existence description in background behind said , then writer interested
For do study entitled " Criminal Legal Protection for National Heroes Related to Insults on
Social Media”. The formulation the problem namely as following :
1. How form protection law criminal for hero national to the insults committed through social

media in Indonesia?

2. What just obstacles and efforts enforcement law in handle case insult to hero national on

social media according to law criminal ?

RESEARCH METHODS

Study This use method study law normative , which focuses on studies towards norms,
principles and rules applicable law . (Marzuki, 2021 ) This method chosen Because study This
aiming For analyze and evaluate framework existing law related protection law criminal for
hero national from action insults on social media . Through approach normative , research This
will to study concepts law , regulation legislation , as well as doctrines relevant laws with Topic
research . In carrying out study this , two approaches main will used , namely approach statute
approach and legal approach conceptual (conceptual approach). Approach legislation done
with to examine all regulation related legislation with issue the law in progress handled . In the
context of this , researcher will to study various relevant regulations , such as the Criminal
Code ( KUHP) , the Law Information and Transactions Electronics (ITE Law), as well as other
related regulations with protection to hero national and social media settings .

Temporary that , approach conceptual used For understand concepts related laws with
Topic research . Approach This will help researcher in analyze and develop argumentation law
related protection hero national from insults on social media . Concepts like honor , defamation

Name good , freedom express yourself , and be responsible answer social media platforms will
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explored in a way deep For give runway strong theoretical for study this . Source material the
law used in study This consists of from material primary, secondary and tertiary law . Primary
legal materials include regulation relevant legislation , such as the 1945 Constitution, the
Criminal Code, the ITE Law, and other related regulations with protection hero national and
social media regulation . Legal materials secondary consists of from literature law , journal
scientific , results study previous studies , and expert opinions relevant laws with Topic
research . While material law tertiary covers dictionary laws , encyclopedias , and other sources
that can give instruction or explanation to material primary and secondary law .

Data collection techniques used in study This is studies library research. Researcher
will collect , study , and analyze various document law , books , articles journals , and sources
written other relevant with Topic study . ( Sugiyono , 2019) Apart from that , researchers will
also do search ingredients law via the internet to get information latest about development laws
and related cases with insult to hero national on social media . For technique data analysis ,
research This will use method analysis qualitative with approach descriptive-analytical .
Researcher will describe , interpret , and analyze ingredients the law that has been collected in
a way systematic . Analysis will done with method identify issues relevant laws , review
regulation applicable legislation , comparing with concepts existing laws and theories , as well
as evaluate effectiveness and suitability existing regulations in protect hero national from
insults on social media .

In the analysis process , researchers will use technique reasoning deductive and
inductive . Reasoning deductive will used For interesting conclusion from principles general
law criminal law and protection honor to in context specific protection hero nationally on social
media . While that , reasoning inductive will used For analyze cases concrete insult to hero
national on social media and engaging conclusion general about effectiveness existing law as
well as need will regulation new . (J. Moleong, 2017) Through series method study this , it is
expected study can produce comprehensive and in - depth analysis about protection law
criminal for hero national related insults on social media. Analysis results This Then will used
For answer formulation problem research and provide recommendation For repair or

development existing regulations .

DISCUSSION
Form Criminal Legal Protection for National Heroes Against Insults Committed

Through Social Media In Indonesia



Syiah Kuala Law Journal : Vol.8 (3) Desember 2024
Ni Putu Ratnayutika 110

Insult to figures important in history a nation , including hero national , can damage
values nationality and respect to inheritance struggle nation . In Indonesia, heroes national
acknowledged as individuals who have give contribution outside normal to independence ,
sovereignty and development nation . They respected No only in context history , but also as
symbol national that teaches values heroism to generation successor . However , in the digital
era, social media frequently used in a way negative For spread utterance hatred , slander, and
insults , even to hero national . (Vira et al., 2023 ) Therefore that , protection law criminal
become very important in guard honor and name good heroes national .

1. Legal Basis for Protection To Insults on Social Media

Insult is one of form organized crime in law criminal law in Indonesia. In the context
of insult to hero national , some instrument law can used as base protection . Law Number 11
of 2008 concerning Information and Transactions Electronics (ITE Law), which has changed
with Constitution Number 19 of 2016, is one of the device law the main one who regulates act
criminal related use technology information , including social media . Article 27 paragraph (3)
of the ITE Law regulates about prohibition insults and/ or pollution Name well done through
electronic media , including social media . The punishment for violation provision This can in
the form of criminal prison up to 4 years and/ or fine amounting to Rp 750 million . ( Ellandra
etal., 2022)

In addition , the Criminal Code also regulates about insult through Articles 310 and
311. Article 310 of the Criminal Code explains that someone who with on purpose attack honor
or Name good other people with unfounded accusations based on can charged criminal prison
. Although hero national No individuals living at the time insult happened , insult to they still
can considered as form attack to honor those who are No direct hurt national feelings society .
( Lumenta , 2020 ) Therefore that , protection through instrument law This become relevant .
However , even though there is runway clear law , protection law criminal for hero national
related insults on social media Still face various challenge . This is related with How law
criminal applied in context insult to individuals who have death and the role of social media as
a platform that is often anonymous and difficult For tracked . (Mulyadi et al., 2022)

2. Insults To National Heroes in the Digital Era

Social media , with its nature is open and not controlled completely , giving room for
individual For express opinion they with free . In one side , freedom express is rights guaranteed
by the constitution , but on the other hand , freedom This No may used For attack or demeaning

others, including hero national . Insult to hero national on social media often appears in meme
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form , post tone sarcastic , or comment negative that is derogatory contributions and services
they for nation . (Masferrer, 2023)

Case of defamation to hero national on social media can impact negative for society ,
especially in guard values nationalism and patriotism . Insults kind of This can influence
method generation young look at hero national and heritage struggle nation . If the insult left
alone without existence action strict law , things This can bring up perception that insulting
hero national is not serious action or violate law . ( Awaliyah et al., 2022) At this point this ,
role law criminal become crucial For confirm that insult to hero national , both done in a way
direct and also through social media , is action against law and damage moral order of the
nation . (Mulyadi et al., 2022)

3. Form Criminal Law Protection To Insults on Social Media

For protect hero national from insults on social media , there are a number of form
protection law criminal offences that can be applied . One of the form protection main is
through implementation of the ITE Law and the Criminal Code, as has mentioned previously .
Articles related in second Constitution This give runway law for apparatus enforcer law For
take action firm perpetrator insults on social media . (Elan et al., 2022)

In addition , steps proactive from government through the Ministry of Communication
and Information ( Kominfo ) is also important in detect and address distribution content
containing element insult . Kominfo own authority For do blocking to the site or social media
accounts that spread utterance hatred or insults , including those directed at to hero national . (
Sakban & Sahrul, 2019) This effort done For prevent expansion impact negative from contents
the .

In context law criminal , sanctions strict criminal penalties can applied For give effect
deterrent for perpetrator insult . The perpetrators were proven guilty can ensnared with criminal
prison and also fines , depending on the level seriousness action them . In addition to sanctions
criminal , there is also an option For do lawsuit civil related pollution Name well , where is the
expert ? inheritance or interested party can submit demands change make a loss on action insult
( Atmoko & Syauket, 2022 )ADDIN CSL_CITATION {“citationltems™:[{"id":"ITEM-
1" "itemData":{"DOI":"10.37893/jbh.v11i2.732","ISSN":"2656-856 X" ,"abstract":"Korupsi di
Indonesia bukan lagi sebagai masalah baru dalam persoalan hukum bagi suatu negara karena
masalah korupsi telah ada sejak ribuan tahun yang lalu, baik di negara maju maupun di negara
berkembang termasuk Indonesia. Bahkan masalah perkembangan korupsi di Indonesia saat ini

sudah demikian parahnya dan menjadi masalah yang luar biasa karena sudah menjangkit dan
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menyebar ke seluruh lapisan masyarakat. Tindak pidana korupsi merupakan kejahatan luar
biasa (extra ordinary crime) yang merusak dan mengancam sendi-sendi kehidupan bangsa.
Tindak pidana korupsi pada zaman dahulu diatur dalam Kitab Undang-Undang Hukum Pidana
yang karena dinamika yang berkembang dalam masyarakat, maka selanjutnya peraturan
tersebut mengalami perubahan di mana lebih kepada bersifat khusus atau lex specialis yang
selanjutnya kemudian diatur untuk pertama kali dalam Undang-Undang Nomor 31 Tahun 1999
jo. Perubahan Undang-Undang Nomor 20 Tahun 2001 tentang Pemberantasan Tindak Pidana
Korupsi. Dalam perjalanannya kegiatan korupsi dilakukan oleh para pemegang kekuasaan
tertinggi yang memiliki jabatan, yang mana jabatan tersebut kebanyakan merupakan hasil dari
pemenang pemilu dalam suatu partai. Dalam UU PTPK. dinyatakan bahwa orang yang
melakukan korupsi harus mengganti kerugian negara, dikarenakan dampak ekonomi dan sosial
suatu wilayah yang ditimbulkannya pada keuangan negara. Pada perjalanannya penambahan
vonis penjara bagi para koruptor yang berat tentu saja memberikan efek jera bagi para pelaku
korupsi, yang di mana dengan hal tersebut diharapkan tindak pidana korupsi dapat
berkurang.","author":[{"dropping-particle™:"","family":"Atmoko","given™:"Dwi","non-
dropping-particle:"" "parse-names":false,"suffix":""'},{"dropping-
particle™:"","family":"Syauket","given™:"Amalia","non-dropping-particle":"","parse-
names":false,"suffix":""}],"container-title":"Binamulia Hukum™,"id":"ITEM-
1","issue™:"2","issued":{"date-parts":[['2022","12","17"]]},"page":"177-

191" "title":"Penegakan Hukum Terhadap Tindak Pidana Korupsi Ditinjau dari Perspektif
Dampak Serta Upaya Pemberantasan”,"type™:"article-
journal™,"volume":"11"},"uris":["http://www.mendeley.com/documents/?uuid=41491b07-
3cch-49da-aeff-979817131124"1}],"mendeley":{"formattedCitation":"(Atmoko & Syauket,
2022)","plainTextFormattedCitation":"(Atmoko & Syauket,
2022)","previouslyFormattedCitation™:"(Atmoko & Syauket,
2022)"},"properties":{"notelndex™:0},"schema™:"https://github.com/citation-style-
language/schema/raw/master/csl-citation.json"}

However , the implementation law criminal in case insults on social media often face
constraint technical . One of the constraint main is identification perpetrators . Social media
often used by individuals in a way anonymous or use identity fake , so make it difficult
apparatus enforcer law For track and capture perpetrator . ( Juharwati , 2024) For overcome

problem this , it is necessary existence Work the same more close between government , social
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media platforms , and providers internet services for ensure that content insult can identified
and removed with fast , and perpetrator can tracked .
4. Improvement Efforts Legal Protection

For increase protection law criminal for hero national to insults on social media , some
step can done . First , it is necessary existence improvement education public related with
importance honor hero national and impact negative from insults on social media . (Mulyadi et
al., 2022) Education This can done through campaigns on social media , seminars, or
educational programs in schools .

Second , it is necessary existence strengthening regulation related with insults on social
media . Although the ITE Law and the Criminal Code have give runway strong law , maybe
required rule more special clear related with insult to hero national . Rules This can covers
more sanctions heavy for perpetrator insult to hero national compared to with insult to
individual usual . (Ali, 2017) Third , the apparatus enforcer law need trained For more effective
in handle cases insults on social media . Technology Keep going developing , and the apparatus
enforcer law must can follow development this is to be able to track and capture perpetrator
with more fast and efficient . ( Anugerah & Tantimin, 2022)

Insult to hero national on social media is a disturbing phenomenon and can damage
values nationality . Protection law criminal become very important For guard Name good and
honor hero national . Although law criminal law in Indonesia has give strong foundation
through the ITE Law and the Criminal Code, still there is a number of challenge in its
implementation , such as identification perpetrators and awareness low society . ( Chrisjanto ,
2019 ) Therefore that , is needed steps proactive from government , law enforcement law and
society For strengthen protection law for hero national in this digital era .

Obstacles and Law Enforcement Efforts in Handling Insult Cases To National Heroes On
Social Media According to Criminal Law

For to describe material about obstacles and efforts enforcement law in handle case
insult to hero national on social media according to law criminal , we need understand context
law in Indonesia and various challenges faced in in practice . Although hero national is symbol
pride and identity nation , insult to them , especially on increasingly popular social media
platforms. develop , become challenge serious that requires response strong and precise law . (
Idham , 2021)

1. Legal Framework in Protect National Hero from Insults on Social Media
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In context Indonesian law , insult to hero national can charged sanctions based on
provision in the Criminal Code (KUHP ) and Constitution Information and Transactions
Electronic (ITE Law). Article 207 of the Criminal Code states that everyone who with
intentionally in advance general insulting a power or state institutions can threatened with
criminal prison . In case this is hero national considered as symbol official state so that
insult to they can ensnared based on chapter this . ( Rositawati et al., 2023)

Apart from that , Article 27 paragraph (3) of the ITE Law also applies runway law
important in take action insults that occur on social media . This article arrange about
prohibition distribute or transmit information electronics containing insult or pollution
Name good . With the existence of social media as one of the main platforms used modern
society , the provisions of the ITE Law are very relevant For case insult to hero national
events that occur online . (Kusuma & Sadjijono, 2023) However , even though there is base
strong law , there is various obstacles faced in enforcement effective law to insult This .

2. Obstacle in Law enforcement
a. Technical Challenges in Search and Proof

One of obstacle the biggest in handle case insults on social media is challenge
technical in search perpetrators . Social media allow user For make account anonymous
or use identity fake . Although enforcer law can Work The same with social media
platforms For track IP address or other digital data , this process often eat time and not
always produce satisfactory results . The perpetrator can with easy delete their digital
footprint , using Virtual Private Network (VPN) technology , or even use difficult
accounts tracked to identity original they . ( Rumondor , 2024)

In addition , the proof in case insults on social media also entail valid digital
evidence . Such evidence This can with easy manipulated , edited , or deleted , which
makes it difficult For presented in court . Enforcer law need skill special in digital
forensics For ensure that evidence collected fulfil standard applicable law . (Sanjaya et
al., 2022)

b. Ambiguity Legal Definition of Insult
Another obstacle that emerged is ambiguity definition law about insult . The Criminal
Code and the ITE Law do not in a way special explain What do you mean with insult
to hero national . Provisions about insult tend nature general , so that give room broad
interpretation in court . Contempt Can different its meaning between one judge with

another judge , which can influence decision end . Some case insult Possible No
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acknowledged as insult based on perspective different laws , though clear There is
element insult to honor hero national . ( Surbakti et al., 2022)

Problem Freedom Expressing

In addition , enforcement law to insults on social media often collide with issue freedom
express themselves . Some people consider that criticism or the opinion they have
express on social media is form freedom opinions that are protected by law . In some
case , the boundary between legitimate criticism and insults become escape . Enforcer
law must be careful not to violate principle freedom regulated expression in Article 28E
of the 1945 Constitution and various instrument right basic man international adopted
by Indonesia. (Irfan Pratama et al., 2022)

The low Public Awareness

The low awareness public about importance respect to hero national also becomes
obstacle in enforcement law . Some people Possible No understand impact negative
from insult to hero national and its importance guard symbols nationality . This is
aggravated with lack of education about ethics use of social media , so that Lots users
who do not aware that action they can considered as insulting offense law . (Sakti
Koeswanto et al., 2023)

Capacity Law enforcer

Lastly , capacity enforcer law in handle crime cyber like insults on social media are still
there need improved . Although government has form a cyber unit in the police , but
source Power existing humans and technology Not yet fully capable follow
development technology increasingly information sophisticated . This is cause
enforcement law in case insults on social media often walk slow and not effective .
(Habibi & Liviani, 2020)

3. Law Enforcement Efforts in Overcome Insult to National Hero

For overcome various obstacle said , the government and law enforcement law has

do a number of step For increase effectiveness enforcement law .

a.

Improvement Capacity Law enforcer

One of effort main is with increase capacity enforcer law in handle crime cyber . This
includes training technical for apparatus police and prosecutors in digital forensics
matters , so that they capable collect and analyze digital evidence with more effective .
In addition , the increase Work The same with social media platforms international is

also done For speed up the search process perpetrator insult . ( Widianingrum , 2024)
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b. Community Education

The government has also start intensify campaign education about ethics use of social

media . Campaign This aiming For increase awareness public about importance guard

honor hero national and avoid actions that can be considered as insults . Education
provided covers understanding regarding the ITE Law, the limitations freedom express

, and importance responsible answer in using social media . (Satrio & Sunandar, 2022)

c. Updates Regulation

Other efforts made is revision to existing regulations . Government has start consider

For to clarify provision about insult to hero national in law criminal law and the ITE

Law. This is intended so as not to There is Again ambiguity in interpretation law , so

that enforcement law can walk more consistent . On the other hand , protection to

freedom express still be kept so as not to contradictory with principles democracy .

(Fernando et al., 2022)

d. International Cooperation

Because there are many social media platforms based abroad , the government is also

trying For to weave Work The same international in handle case cyberbullying . This

includes cooperation with company technology big such as Facebook, Twitter, and

Instagram, as well as authority laws in other countries for speed up the investigation

and prosecution process case insults on social media involving user from various

countries. (Reinsberg, 2021)

e. Implementation More Sanctions Firm

Finally , to give effect deterrent for perpetrator , implementation more sanctions firm

also becomes part from enforcement strategy law . Court can give more punishment

heavy to perpetrator insult to hero nationally on social media , especially If insult the
proven impact extensive and destructive reputation nation . Enforcement strict laws are

also expected can give example to society to be more be careful in using social media .

(Mulyadi et al., 2022)

Enforcement law to insult hero national on social media Still face various complex
challenges . From the aspect technical search until problem definition law and freedom
expression , obstacles This need a comprehensive and coordinated response from all party
related . Government , law enforcement law and society must Work The same For create a
more digital environment safe and honorable , where insults to symbols national No Again

considered as trivial things . Through improvement capacity apparatus enforcer law , education
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public , revision regulation , and work The same international , efforts enforcement law can

become more effective in protect honor hero national and maintain image nation in cyberspace.

CONCLUSION

Protection law criminal for hero national to insults on social media in Indonesia
especially based on the Law Number 11 of 2008 concerning Information and Transactions
Electronics (ITE Law) which has changed with Law No. 19 of 2016, as well as the Criminal
Code. Article 27 paragraph (3) of the ITE Law prohibits insult and defamation Name Good
through electronic media , with threat criminal prison up to 4 years and/ or a fine of Rp. 750
million . The Criminal Code also regulates about insult through Articles 310 and 311. In
addition , the government through the Ministry of Communication and Information can block
sites or social media accounts that spread content insult to hero national . Although Thus , the
implementation law This Still face challenge like difficulty identification perpetrator
anonymous on social media . Efforts to improve protection law done through education
community , strengthening regulation , and training apparatus enforcer law For handle case
insults on social media in a way more effective .

Enforcement law in handle case insult to hero national on social media face a number
of obstacle main , namely : challenges technical in digital tracing and verification , obscurity
definition law about insult , conflict with principle freedom expression , low awareness society
, and limitations capacity enforcer law in handle crime cyber . For overcome obstacle
mentioned , some effort enforcement law that is carried out among others: improvement
capacity enforcer law through digital forensics training , education public about ethics social
media usage , updates regulation For to clarify provision law , strengthening Work The same
international with social media platforms and authorities laws of other countries, as well as
implementation more sanctions firm For give effect deterrent . Efforts This aiming For create
a more digital environment safe and respectful symbols national , at the same time guard

balance between enforcement law and protection freedom express .
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