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ABSTRACT

Although the adoption of technologies such as blockchain, artificial intelligence, and
mobile banking is progressing rapidly, significant challenges remain in ensuring that
these innovations comply with Sharia principles while building customer trust. This study
is driven by regulatory gaps in accommodating digital transactions, particularly electronic
contracts, data protection, and cross-border services within the framework of Sharia
compliance. This study examine the legal challenges and opportunities arising from
digital transformation in Islamic banking, focusing on the extent to which existing laws,
including Law No. 21/2008, DSN MUI fatwas, and OJK regulations, can support
innovation. Using a normative juridical approach through literature review and legal
analysis, this study hypothesizes that strengthening regulatory clarity and encouraging
collaboration between regulators, financial institutions, and technology providers is
crucial to maintaining Sharia-compliant digital finance. The findings show that although
digital technology improves efficiency and inclusion, its effectiveness depends on the
development of flexible regulations and customer trust in Sharia-compliant digital
products. This provides practical recommendations for policymakers and Islamic
financial institutions to balance innovation with Sharia compliance, thereby positioning
Indonesia as a potential leader in global Islamic digital finance.

Keywords: Sharia Compliance; Islamic Banking; Digital Transformation,
Regulatory Framework; Indonesia

INTRODUCTION

Digital technology's quick development has completely changed the banking and
finance industry, particularly Islamic banking, which aims to do business in conformity
with Sharia (Islamic law). Islamic banking, which demands efficiency and accessibility
in addition to adherence to Shariah principles, faces both opportunities and challenges as
aresult of Indonesia's financial sector's digital transformation. Integrating digital banking
with conventional Shariah compliance criteria is a major difficulty for Indonesia's Islamic
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banking industry'. While access to technology and financial literacy remain obstacles,
Islamic banks are implementing digital tools like blockchain and artificial intelligence
(AI) to enhance Micro Small, Medium Enterprises (MSMEs) services?. Following Islamic
law, Islamic fintech financing avoids riba, maysir, and gharar by utilizing mudarabah and
musyarakah contracts®. Marketing that highlights religious principles is beneficial to
consumer acceptance, which is influenced by social influence and religiosity*. Sharia
conformity is guaranteed by regulatory frameworks such as the fatwas issued by the
National Sharia Council of the Indonesian Ulema Council (DSN-MUI), which not only
ensure compliance with Islamic principles but also promote economic justice®.

Islamic banking is based on Islamic economic principles, which forbid interest
(riba), excessive uncertainty (gharar), and speculation (maysir). Instead, they promote
risk-taking and investment to benefit society, making them a moral substitute for
traditional banking. With a focus on equity, openness, and the proscription of practices
like usury and gharar, Indonesia's regulatory framework has been reinforced to guarantee
adherence to Shariah principles. This fosters a moral business climate and fortifies the
stability of the Islamic financial industry®. To preserve the integrity of Islamic financial
products in the digital sphere, laws must be continuously improved, since digital
transformation creates new challenges in applying Shariah principles to contemporary

transactions’. Although there are still instances of Shariah compliance obligations being

! Danang Adi Putra and Amanda Alvi Nurdiantoro, “Determinant Profitability of The Islamic Banking Industry
inIndonesia: Literature Review,” Jurnal Akuntansi 14, no. 2 (2024): 171-80,
https://doi.org/10.33369/jakuntansi.14.2.171-180.

2 Muhammad Said and Muzdalifah Muhammadun, “Digital Innovation in Indonesian Sharia Banks: Strengthening
and Developing MSME:s for Global Expansion,” in Technopreneurship in Small Businesses for Sustainability, ed.
Ahmad Rafiki et al. (IGI Global, 2024), https://doi.org/10.4018/979-8-3693-3530-7.ch005; Alda Naila Adibah and
Achmad Zakariya, “Analysis of Economic Improvement through Sharia Economic Resource Development Towards
Sustainable Prosperity in Indonesia,” Journal of Finance, Economics and Business 3, no. 1 (2024): 98—108,
https://doi.org/10.59827/jfeb.v3i1.120.

3 Ahmad Fathorrozi and Moh. Hamzah, “Kepatuhan Syariah Pada Fintech Lending Syariah: Analisis Akad Dan
Implementasinya,” Qawdnin Journal of Economic Syaria Law 8, no. 1 (2024): 84—-101,
https://doi.org/10.30762/qaw.v8i1.494.

4 Ibnu Muttaqin, “Religiosity and Consumer Acceptance of the Use of Islamic Digital Banking Services in Indonesia:
An Extension of the UTAUT Model,” Jihbiz : Jurnal Ekonomi, Keuangan Dan Perbankan Syariah 8, no. 2 (2024):
142-59, https://doi.org/10.33379/jihbiz.v8i2.4473.

> Ahmad Fathorrozi and Moh. Hamzah, “Kepatuhan Syariah Pada Fintech Lending Syariah.”

¢ Ade Zuki Damanik, “Peran Hukum Ekonomi Syariah Dalam Mengatur Transaksi Bisnis Syariah,” Eksekusi : Jurnal
Ilmu Hukum Dan Administrasi Negara 2, no. 3 (2024): 434-41, https://doi.org/10.55606/eksekusi.v2i3.1335; Efendi
Sugianto, “The Role Of Islamic Banking In The Development Of Islamic Economic Progress In Indonesia,”
EKOMBIS REVIEW: Jurnal llmiah Ekonomi Dan Bisnis 12, no. 3 (2024): 307-16,
https://doi.org/10.37676/ekombis.v12i3.6158.

7 Hamad Raza et al., “Islamic Banking and Finance: A Systematic Literature Review And Bibliometric Analysis,”
Journal of Accounting and Finance in Emerging Economies 10, no. 2 (2024): 73-86,
https://doi.org/10.26710/jafee.v10i2.2933; Ade Zuki Damanik, “Peran Hukum Ekonomi Syariah Dalam Mengatur
Transaksi Bisnis Syariah.”
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broken, Islamic banking ethics, which are founded on the Qur'an, Hadith, [jma, and Qiyas
and center on Magasid-al-Shari'ah, or the welfare of the Muslim community, have played

a significant role in its adoption®.

RESEARCH METHOD

This study uses a normative juridical method that focuses on literature, legal
documents, and Sharia fatwas. This method was chosen based on the research objective,
which is to analyze the extent to which the legal framework in Indonesia, particularly
Law No. 21 of 2008 on Sharia Banking, DSN-MUI fatwas, and Financial Services
Authority (OJK) regulations, is able to respond to the challenges of sharia banking
digitalization. The legal materials used in this study consist of three main categories. First,
primary legal materials, which include laws and regulations such as Law No. 21 of 2008
concerning Islamic Banking, POJK No. 12/POJK.03/2021, POJK No. 10/POJK.05/2022,
and Bank Indonesia regulations related to payment systems. In addition, DSN-MUI
fatwas on digital contracts, such as mudharabah, musyarakah, murabahah, and wakalah
bil ujrah, were also used as key references. Second, secondary legal materials, in the form
of academic literature, journal articles, and research reports discussing the development
of Islamic banking digitalization in Indonesia and in an international context. Third,
tertiary legal materials, which include legal dictionaries, encyclopedias, and other
supporting documents to clarify the technical terms and methodological concepts used.

A statutory approach that examines positive legal norms related to electronic
contracts, digital signatures, data protection, and their connection to sharia principles.
Second, a conceptual approach that links the principles of Maqashid al-Shariah with
digital regulatory needs, especially in the aspects of fairness, transparency, and trust.
Third, a case-based approach by reviewing practices at Bank Syariah Indonesia (BSI) and
Bank NTB Syariah as comparative studies. BSI represents national-scale challenges with
a more complex system, while Bank NTB Syariah demonstrates flexibility in a more

limited but adaptive regional context.

8 Md. Thowhidul Islam, “Shari’ah Foundation of Islamic Banking,” Dirasah International Journal of Islamic Studies
2, no. 1 (2024): 36-67, https://doi.org/10.59373/drs.v2i1.24.
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RESEARCH OUTCOME AND DISCUSSION
1. The Nature of Digital Banking

Studying Islamic fintech platforms reveal that some users hesitate to engage in
online financing because they fear breaches of confidentiality or doubt whether digital
contracts are legally valid under Shariah principles. These challenges highlight that the
problem is not only regulatory in nature but also related to customer confidence, making
it crucial for policymakers and financial institutions to strengthen both legal clarity and
consumer protection in order to sustain Shariah-compliant digital finance’. As technology
advances, regulations must also change, especially in the areas of fintech and digital
banking!®. Meanwhile, digitalization enhances customer satisfaction through easily
accessible services, promotes financial inclusion, and fosters the creation of innovative
Islamic products, including fintech with mudarabah and musyarakah contracts'!.

Digital banking is now required rather than optional as a result of the rise of digital
technology, which has altered the global financial scene. To meet the demand for financial
services that adhere to Shariah, Indonesian Islamic banks must integrate digital
developments. However, this raises issues in ensuring that these innovations continue to
comply with Shariah requirements, necessitating an updated framework. If not changed
quickly, the current standards, which still mostly apply to traditional practices, might not
adequately cover digital services, which could damage Islamic banking's reputation. For
instance, As a focal case, Bank Syariah Indonesia (BSI) crystallizes the core tension
Islamic banks face in the digital era: adaptability versus disadaptability. This issue matters
because it directly shapes customer confidence and the credibility of Sharia-compliant
digital services. On the adaptability side, a flagship institution like BSI must rapidly adopt
mobile-first delivery, streamlined e-onboarding, and fintech partnerships while mapping

every feature to DSN-MUI fatwas and DPS oversight.

° Hapiyah Hapiyah et al., “Exploring the Digital Frontier: Challenges and Opportunities in Sharia Banking
Development,” CEMERLANG : Jurnal Manajemen Dan Ekonomi Bisnis 4, no. 3 (2024): 22-30,
https://doi.org/10.55606/cemerlang.v4i3.2974; Mohamed Sharif Bashir, “Globalization, Digitalization, and Financial
Inclusion in Islamic Banking:,” in Developing Digital Inclusion Through Globalization and Digitalization, ed.
Elsadig Musa Ahmed (IGI Global, 2024), https://doi.org/10.4018/979-8-3693-4111-7.ch012.

19 Hapiyah Hapiyah et al., “Exploring the Digital Frontier”; Ahmad Fathorrozi and Moh. Hamzah, “Kepatuhan
Syariah Pada Fintech Lending Syariah.”

1 Eko Sudarmanto et al., “Transformasi Digital Dalam Keuangan Islam: Peluang Dan Tantangan,” Jurnal limiah
Ekonomi Islam 10, no. 1 (2024): 645, https://doi.org/10.29040/jiei.v10i1.11628; Ahmad Fathorrozi and Moh.
Hamzah, “Kepatuhan Syariah Pada Fintech Lending Syariah”; Hapiyah Hapiyah et al., “Exploring the Digital
Frontier.”
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On the disadaptability side, gaps commonly appear between innovation speed and
regulatory clarity, particularly around the legal status of electronic contracts, data
governance, and cross-border operability, along with legacy systems and uneven digital
literacy that can leave customers feeling rejected, insecure, or simply unmotivated to use
digital channels. Framing BSI as a case study allows the discussion to go deep on these
two stances, how far adaptability can advance Sharia-compliant innovation, and where
disadaptability stalls it keeping the analysis anchored to current, field-level problems
rather than a loose tailoring of disparate literatures'?. There are still issues with financial
literacy and technology access even if Islamic banks have embraced technologies like
blockchain and artificial intelligence to enhance services for MSMEs'®. Enhancing
Shariah financial literacy is critical for economic growth and inclusion, particularly in
low-literate rural communities'*. With murabahah and wakalah bil Ujrah contracts,
Islamic fintechs like Danasyariah. id provide innovations; yet, obstacles including public
misconception and a lack of financing options still need to be addressed'®.

There is uncertainty for organizations attempting to uphold Shariah compliance in
digital services since the current framework for Shariah compliance does not include rules
to handle digital complications like electronic contracts and automated procedures'®.
Furthermore, Islamic banks are exposed to compliance and cybersecurity concerns due to
the dependence of digital banking on data collecting and storage, which exposes gaps in
particular requirements for client data privacy and security in Shariah ethical norms'’.
Last but not least, the worldwide reach of digital transactions creates difficulties for cross

border compliance because Indonesia's system lacks uniform rules to guarantee shariah

12 Nana Karlina Panjaitan and Nurbaiti Nurbaiti, “Analysis of Financial Regulatory Challenges for the Development
of Islamic Banking in Indonesia,” Journal La Sociale 5, no. 5 (2024): 1346-57, https://doi.org/10.37899/journal-1a-
sociale.v5i5.1383.

13 Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”

14 Agus Suman et al., “Peningkatan Literasi Keuangan Syariah Masyarakat Desa Dalam Mencapai Ekonomi Inklusif
Menuju Kesejahteraan Masyarakat: Pembangunan Ekonomi, Kelembagaan, Dan Kewirausahaan,” Jurnal
Pengabdian Kepada Masyarakat 11, no. 1 (2024): 11217, https://doi.org/10.33795/abdimas.v11i1.4285.

15 M. Ikhwanul Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund,” Jurnal Mediasas: Media
Ilmu Syari’ah Dan Ahwal Al-Syakhsiyyah 7, no. 1 (2024): 121-35, https://doi.org/10.58824/mediasas.v7il.123.

16 Firatasya Fitrihindika Fairul and Lili Puspita Sari, “The Influence of Sharia Compliance, Service Quality, and
Promotion on E-Loyalty of Bank Jago Syariah Customers,” KnE Social Sciences, July 4, 2024, 241-56,
https://doi.org/10.18502/kss.v9i20.16516; Eva Izayanti and Restu Alpiansyah, “Optimalisasi Tata Kelola Jaringan
Dan Layanan Untuk Mendorong Peningkatan Kualitas Infrastruktur Digital,” JILPI : Jurnal llmiah Pengabdian Dan
Inovasi 2, no. 4 (2024): 963—72, https://doi.org/10.57248/jilpi.v2i4.445.

17 1zayanti and Restu Alpiansyah, “Optimalisasi Tata Kelola Jaringan Dan Layanan Untuk Mendorong Peningkatan
Kualitas Infrastruktur Digital.”
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compliance across countries, making it more difficult for Islamic banks to conduct
business internationally'®.

The absence of clear regulations for Sharia-compliant digital contracts and the lack
of Sharia-based data protection guidelines stand out as the two most pressing obstacles
for Indonesia’s Islamic banking industry in adapting to digital transformation. These
issues not only restrict cross-border transactions but also weaken customer trust and place
Indonesian Islamic banks at a disadvantage in the global digital financial ecosystem. This
article therefore narrows its analysis to these two central problems: (1) how the current
legal framework fails to address the validity and enforceability of digital contracts under
Sharia principles, and (2) how the absence of comprehensive data protection standards
jeopardizes both compliance and consumer confidence. By focusing on these points, the
study reconstructs the discussion to highlight the urgent need for regulatory reform that
balances innovation with Sharia compliance. This sharper scope ensures that the findings
remain directly relevant to the practical and legal challenges currently faced by Islamic

banks in Indonesia.

2. Sharia Compliance in Islamic Banking

Islamic banking is based on Shariah compliance, which sets it apart from traditional
finance by outlawing excessive uncertainty (gharar), speculation (maysir), and interest
(riba). The DSN-MUI is a key player in the Shariah board's regulation and oversight,
which upholds this compliance. Islamic bankers must be highly knowledgeable and
dedicated to fulfilling their significant obligation of ensuring that transactions adhere to
Sharia standards'?, strict capital and operational requirements, assessed by the Indonesian
Ulema Council's norms, have bolstered the expansion of Islamic banking in Indonesia?’.
Using Return of Asset (ROA) and Return of Equity (ROE) measurements as performance
indicators, studies reveal that Sharia-compliant banks are typically more profitable*!.

Furthermore, Islamic banks demonstrate their commitment to social responsibility by

18 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund”; Panjaitan and Nurbaiti, “Analysis of
Financial Regulatory Challenges for the Development of Islamic Banking in Indonesia.”

19 Muhammad Syarif Hidayatullah et al., “Reconceptualization of Ideal Islamic Bankers in The Sharia Framework
(An Effort to Create a Sharia Compliance Ecosystem),” Afkaruna: Indonesian Interdisciplinary Journal of Islamic
Studies 20, no. 1 (2024): 107-27, https://doi.org/10.18196/afkaruna.v20i1.21393.

20 Abd Kadir Arno et al., “Sharia Compliance and Profitability in Financial Performance Islamic Banks in Indonesia,”
Futurity Economics&Law 4, no. 2 (2024): 112-30, https://doi.org/10.57125/FEL.2024.06.25.07.

2! Arno et al., “Sharia Compliance and Profitability in Financial Performance Islamic Banks in Indonesia.”
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implementing CSR initiatives that prioritize social protection and poverty reduction?.
Furthermore, Islamic banks in Indonesia are subject to dual regulation, namely by the
Financial Services Authority (Otoritas Jasa Keuangan/OJK) and Bank Indonesia (BI).
This dual oversight is intended to ensure that Islamic banking operations remain
compliant with Sharia principles while at the same time maintaining the stability of the
national financial system.

Sharia compliance in Islamic banking also emphasizes the principle of Magashid
al-Shariah, which seeks to preserve faith, life, intellect, lineage, and wealth. This broader
ethical orientation ensures that Islamic financial institutions do not merely avoid
prohibited elements such as riba, gharar, and maysir, but also actively contribute to social
justice, equitable wealth distribution, and sustainable economic growth. In practice, this
means that Islamic banks are expected to design financial products that empower
communities, promote financial inclusion, and foster ethical investment aligned with both
religious values and contemporary development goals. By embedding these principles
into their operational strategies, Islamic banks can enhance their legitimacy and
strengthen public trust, positioning themselves as not only financial intermediaries but

also agents of moral and social transformation.

3. Regulatory Framework of Islamic Banking in Indonesia

Law No. 21/2008 governs Indonesia's Islamic banking sector and mandates
adherence to Sharia while being overseen by internal supervisory bodies and DSN-MUI.
But as digital finance expands, it brings with it new issues that regulations haven't fully
addressed, like digital verification and electronic contracts?>. There are still issues with
guaranteeing Sharia compliance in the digital age, even with the changing legislative
environment®*. According to®’, the development of Islamic fintech like danasyariah. It
highlights the necessity for regulations that can adapt to new technology without

disregarding sharia principles. For service efficiency, digital infrastructure must also be

22 Dendy Suma Pratama et al., “Responbilitasi Masyarakat Terhadap Penggunaan Bank Syariah,” Interdisciplinary
Explorations in Research Journal 2, no. 2 (2024): 1173-91, https://doi.org/10.62976/ierj.v2i2.617.

23 Panjaitan and Nurbaiti, “Analysis of Financial Regulatory Challenges for the Development of Islamic Banking in
Indonesia.”

24 Dwi Fidhayanti et al., “Exploring The Legal Landscape of Islamic Fintech in Indonesia: A Comprehensive
Analysis of Policies and Regulations,” F'/000Research 13 (January 2024): 21,
https://doi.org/10.12688/f1000research.143476.1.

25 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”
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enhanced, as illustrated by the case of Bank NTB Syariah Mataram, which has actively
developed mobile-based services and experimented with blockchain applications to
strengthen transaction transparency and customer trust. Compared to Bank Syariah
Indonesia (BSI), which often struggles with aligning large-scale digital innovations to
complex Sharia compliance requirements and regulatory updates, Bank NTB Syariah
shows a higher level of adaptability due to its smaller operational scale, regional focus,
and more agile decision-making process. This contrast highlights how different
institutional contexts, national versus regional, shape the capacity of Islamic banks to
integrate digital transformation within Shariah principles.
4. Digital Transformation in Islamic Banking

Digital transformation is reshaping the Islamic banking industry in Indonesia. This
transformation can be seen from the growing use of mobile banking (banking services
accessed through smartphones), blockchain (a secure digital ledger system that records
and verifies transactions transparently), artificial intelligence or Al (computer systems
that can analyze data and support decision-making), and big data analytics (the use of
large-scale data to identify customer needs and business opportunities). Studies show that
these technologies help Islamic banks improve productivity, reduce operational costs, and
enhance customer satisfaction, while also expanding financial inclusion, particularly for
MSMEs and communities in underserved areas’®. However, these innovations must
remain consistent with Shariah principles, which emphasize transparency, fairness,
shared responsibility, and ethical investment?’. One of the main challenges is ensuring
that Al-based tools, such as credit scoring systems, operate fairly and do not contradict
Shariah values of justice and risk-sharing®®. In addition, unequal access to digital
infrastructure and the gap in financial literacy remain significant barriers to ensuring that
all segments of society can benefit from Shariah-compliant digital banking®.

The transformation of Islamic banking in Indonesia also requires a cultural and
institutional shift to fully integrate Shariah values into digital practices. For instance, the

design of mobile banking applications must not only prioritize user-friendly features but

26 Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”

27 Hapiyah Hapiyah et al., “Exploring the Digital Frontier.”

28 Dildora Abdusalimovna Muradova, “The Impact Of Digital Financial Technologies On Islamic Insurance And
Other Financial Institutions: Opportunities And Challenges,” International Journal of Artificial Intelligence for
Digital Marketing 1, no. 2 (2024): 97-104, https://doi.org/10.61796/ijaifd.v1i2.90.

2% Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”

Kanun: Jurnal llmu Hukum. Fakultas Hukum Universitas Syiah Kuala, Banda Aceh. 23111. ISSN: 0854-5499 |
e-ISSN: 2527-8482. Open access: http://www.jurnal.usk.ac.id/kanun
508


http://www.jurnal.usk.ac.id/kanun

Kanun: Jurnal llmu Hukum
Vol. 27, No. 2, (August, 2025), pp. 501-523.

also embed mechanisms that ensure compliance with Islamic contracts, such as
transparent disclosure of akad terms and avoidance of interest-bearing transactions.
Likewise, blockchain applications can be tailored to record transactions in a way that
highlights ethical financing, while Al systems should be programmed with parameters
that reflect Shariah-based risk-sharing principles rather than conventional credit-risk
models. By aligning technological innovations with Islamic ethical imperatives, Islamic
banks can differentiate themselves from conventional institutions, strengthen customer
trust, and ensure that the benefits of digitalization are distributed in accordance with
justice and inclusivity.
5. Legal Challenges of Sharia Compliance in Digital Banking

In Indonesia, the combination of digital banking and Shariah compliance presents
serious legal issues, especially when it comes to upholding Shariah principles while
adjusting to new technology. To adhere to sharia and international norms, crucial
concerns including digital authentication, cross-border transactions, and data privacy
must be handled carefully. Banks implementing digital services run the danger of
jeopardizing the integrity of Shariah compliance due to the lack of clear norms for
electronic contracts in Shariah transactions®’. To adhere to the values of openness, risk
sharing, and equity, digital signatures and smart contracts require specific clauses®'.
Cross-border transactions make data privacy more difficult to protect, particularly when
third parties are involved®’, and improving digital infrastructure is necessary for
effectiveness and high-quality services®’. Regular adherence to Shariah has a significant
effect on Islamic digital bank clients' loyalty and confidence®*. Global MSMEs can
become more efficient and competitive with the help of digital advancements like
blockchain and artificial intelligence®. (1) The current legal framework governing
Shariah compliance in Islamic banking, (2) the regulatory challenges brought about by

digital transformation, and (3) possible opportunities and suggestions for enhancing

30 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”

31 Bashir, “Globalization, Digitalization, and Financial Inclusion in Islamic Banking.”

32 Bashir, “Globalization, Digitalization, and Financial Inclusion in Islamic Banking.”

33 Jzayanti and Restu Alpiansyah, “Optimalisasi Tata Kelola Jaringan Dan Layanan Untuk Mendorong Peningkatan
Kualitas Infrastruktur Digital.”

34 Fitrihindika Fairul and Puspita Sari, “The Influence of Sharia Compliance, Service Quality, and Promotion on E-
Loyalty of Bank Jago Syariah Customers.”

35 Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”
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Shariah compliance in the context of digital banking comprise the three primary areas of
the analysis.

Law No. 21/2008 on Islamic Banking, which requires all Islamic financial
institutions to adhere to Sharia principles, serves as the foundation for Indonesia's legal
framework for Islamic banking. With an emphasis on Shariah-compliant financial
products, governance frameworks, and Shariah supervisory boards (DPS) within each
organization, this law, in conjunction with guidelines issued by the Financial Services
Authority (OJK) and Bank Indonesia (BI), lays out the fundamental regulatory
requirements for Islamic banks.

The Indonesian Council of Ulama's National Sharia Council (DSN-MUI) plays a
critical role in interpreting Sharia law to banking operations. The DSN-MUI helps
guarantee that Islamic banks function in compliance with moral and religious
requirements by offering clear guidance on a range of financial items, such as murabahah,
ijjarah, and musharakah, through fatwas and guidelines. Although this framework covers
a lot of ground when it comes to traditional Islamic banking operations, there are certain
gaps when it comes to digital transactions and technology-based services, which suggests
that regulations need to be updated to effectively handle digital banking.

By offering guidelines on acceptable financial practices, DSN-MUI fatwas lower
uncertainty and boosts customer trust. While OJK and BI maintain financial stability, the
Sharia Supervisory Board (DPS) enhances governance by monitoring banks' adherence
to sharia principles®. Sharia-compliant banks are now the industry standard due to the
positive impact that good corporate governance (GCG) has on Islamic banks' financial
performance, which raises ROA and profitability’’. Furthermore, Islamic banks are
thought to prioritize social responsibility through CSR programs including social
protection and poverty reduction in addition to profitability>®.

Notwithstanding its advantages, the conventional framework is unable to keep up

with the quick advancement of digital banking. Law No. 21/2008, for instance, describes

36 Muhfiatun et al., “Shariah Governance Practice on Indonesian Islamic Banks,” Journal of Business Management
and Islamic Banking 3, no. 1 (2024): 1-14, https://doi.org/10.14421/jbmib.v3i1.2112; Seppi Mustion et al.,
“PENGARUH DEWAN PENGAWAS SYARIAH, GOOD CORPORATE GOVERNANCE TERHADAP KINERJA
BANK SYARIAH INDONESIA,” Jurnal Perbankan Syariah 3, no. 1 (2024): 40-52,
https://doi.org/10.20414/jps.v311.9394; Zelyn Faizatul et al., “Manajemen Risiko Kepatuhan Syariah Serta
Implementasinya Pada Bank Syariah Indonesia (BSI),” El-Mal: Jurnal Kajian Ekonomi & Bisnis Islam 5, no. 2
(2024): 899908, https://doi.org/10.47467/elmal.v5i2.660.

37 Arno et al., “Sharia Compliance and Profitability in Financial Performance Islamic Banks in Indonesia.”

38 Pratama et al., “Responbilitasi Masyarakat Terhadap Penggunaan Bank Syariah.”
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the fundamentals of Shariah compliance, but it makes no mention of digital transactions,
including electronic contracts and digital verification procedures. This exclusion leads to
uncertainty, particularly in areas where traditional Shariah compliance techniques cannot
be fully implemented, like Internet finance, mobile banking, and digital account opening.
Digital account opening, mobile banking, and online finance services that fall short of
traditional Shariah compliance norms are examples of this gap. Another difficulty with
smart contracts is their complexity, which prevents Shariah researchers from completely
understanding them and preventing their integration®’. Current regulations are insufficient
for digital transactions, although technological improvements necessitate an adaptable
legal framework’. The creation of rules for electronic contracts and digital verification®!
as well as cooperation and instruction between technologists and Shariah scholars** are
areas that might use improvement. Legally valid electronic contracts have already been
adopted by a few Islamic institutions, suggesting the possibility of additional digital
integration®.

Although the current legal framework provides a strong foundation, it still lacks
responsiveness to the rapid development of financial technology. For example, the
recognition of electronic signatures and smart contracts in Islamic banking transactions
remains ambiguous, as Indonesian civil law still emphasizes written documents and
physical signatures as evidence of legal certainty. This creates a regulatory vacuum when
digital contracts are used in Islamic finance, leaving both institutions and customers
vulnerable to disputes over validity and enforceability. Moreover, the absence of Sharia
based data protection standards raises concerns about confidentiality, transparency, and
fairness, which are essential components of Maqasid al-Shariah. Without clear legal
provisions, Islamic banks may struggle to convince customers that their digital services

uphold not only global security standards but also Sharia principles of amanah and justice.

39 Muhammad Izzul Syahmi Zulkepli et al., “Leveraging Blockchain-Based Smart Contract In Islamic Financial
Institutions: Issue And Relevant Solution,” International Journal of Islamic Economics and Finance Research 6, no.
1 (2023): 18-28, https://doi.org/10.53840/ijiefer96.

40 Iswanaji Haque Igbal and Maamor Chebab Kassim, “Regulatory and Innovation Challenges: Strengthening the
Foundations of the Islamic Economy for Sustainable Growth,” Seriat Ekonomisi 1, no. 2 (2024): 21-33,
https://doi.org/10.35335/11k0rr94; Hapiyah Hapiyah et al., “Exploring the Digital Frontier.”

41 Bashir, “Globalization, Digitalization, And Financial Inclusion In Islamic Banking”’; Igbal And Kassim,
“Regulatory And Innovation Challenges.”

42 Zulkepli Et Al., “Leveraging Blockchain-Based Smart Contract In Islamic Financial Institutions.”

43 Utary Maharany Barus et al., “Legal Readiness Of Agreements Facing The Digitalization Era Banking In Islamic
Banking Financing Transactions,” Journal of Social Science (JoSS) 2, no. 12 (2024): 1088-96,
https://doi.org/10.57185/joss.v2i12.229.
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Therefore, updating the legal framework is an urgent necessity. This includes
reformulating Law No. 21/2008 to explicitly address digital transactions, mandating
uniform standards for electronic contracts, and integrating Shariah-based data governance
principles into OJK and Bank Indonesia regulations. In addition, collaboration between
DSN-MUI, financial regulators, and technology experts is crucial to ensure that
innovations such as blockchain, artificial intelligence, and biometric authentication can
be adopted without compromising Shariah compliance. By aligning domestic regulations
with international best practices from jurisdictions like Malaysia and the UAE, Indonesia
can not only close its regulatory gaps but also position itself as a leader in global Islamic
digital finance.

Concerns are raised about whether digital contracts, biometric authentication, and
electronic signatures used in Islamic banking align with Shariah principles, which place
a strong focus on contract clarity, equity, and transparency. Digital transactions frequently
rely on automated procedures rather than the verbal and physical interactions that are
typically seen as acceptable under Sharia. As of right now, Indonesia's legal system does
not offer precise guidelines about the legality of digital contracts in Islamic banking,
which puts Islamic banks using digital solutions at risk. Customers' trust may be eroded
by this ambiguity, and banks may become more susceptible to legal action. It is difficult
for Islamic financial institutions to match the advantages of digital services with sharia
standards in the absence of clear laws.

Data privacy is crucial in digital banking, particularly in Islamic finance, because
Sharia principles demand confidentiality and trust. The expansion of digital banking in
Indonesia raises concerns about data breaches, and the current regulations are insufficient
for digital transactions, endangering the integrity of Islamic services. To comply with
international standards and sharia, supervisors must provide more precise data protection
guidelines. The rise in cyberattacks on the financial industry** and the normative legal
approach that erodes public trust*’ are two indicators that Indonesia's legal system has not

been effective enough. Public misconceptions about Islamic fintechs like danasyariah. 1d

4 Bagus Gede Ari Rama and I Putu Edi Rusmana, “Legal Protection of Personal Data of Banking Customers in
Indonesia: Human Rights Perspective,” Journal of Law Science 6, no. 3 (2024): 367-75,
https://doi.org/10.35335/jls.v613.5122.

45> Moch Syahren Lazuardy et al., “Legal Framework for Protecting Bank Customers against Personal Data Leakage
in the Digital Era: A Study of Indonesian Regulations,” Indonesian Journal of Multidisciplinary Science 3, no. 10
(2024): 1-4, https://doi.org/10.55324/ijoms.v3i10.907.
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conflates them with conventional®¢, although Sharia compliance has been shown to boost
customer loyalty, as demonstrated by Bank Jago Syariah*’. While blockchain and
artificial intelligence (Al) present benefits for efficiency, they also raise cybersecurity
concerns 4.

Because of the intricacy of regulations and the absence of uniform worldwide
standards for Shariah compliance, Indonesian Islamic banks face significant challenges
as digital banking develops, particularly in cross-border transactions. Due to differing
interpretations of Shariah principles that hinder cross-border transactions, Indonesian
regulatory authorities find it difficult to maintain Shariah compliance control across
numerous jurisdictions as a result of the growth of global digital services*. The business
models of Islamic banks are impacted by regulatory dynamics, such as those at Bank
Syariah Indonesia (BSI), and the difficulty is exacerbated by the absence of international
norms>’. The advantages of Al and blockchain are also hampered by technological issues,
such as MSMEs' inadequate financial literacy®'. The public's misperception of Islamic
fintech hinders its expansion®. While cooperation with fintechs and technology finance
models can aid in overcoming regulatory obstacles, digital innovation can enhance
Shariah-compliant services and client loyalty®}. To promote the Islamic economy and
assist MSMEs in global marketplaces, digital literacy, and policy analysis are essential®*,
This problem emphasizes the necessity of uniform rules or cooperative agreements to
enable Shariah-compliant online banking across borders.

Another pressing regulatory challenge lies in the fragmented coordination between
different regulatory bodies overseeing Islamic finance in Indonesia. While OJK focuses
on prudential regulations and BI supervises payment systems, the absence of an integrated

framework specific to Shariah-compliant digital services often leads to overlapping

46 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”

47 Fitrihindika Fairul and Puspita Sari, “The Influence of Sharia Compliance, Service Quality, and Promotion on E-
Loyalty of Bank Jago Syariah Customers.”

48 Muradova, “THE IMPACT OF DIGITAL FINANCIAL TECHNOLOGIES ON ISLAMIC INSURANCE AND
OTHER FINANCIAL INSTITUTIONS.”

4 Panjaitan and Nurbaiti, “Analysis of Financial Regulatory Challenges for the Development of Islamic Banking in
Indonesia.”

30 Panjaitan and Nurbaiti, “Analysis of Financial Regulatory Challenges for the Development of Islamic Banking in
Indonesia.”

51 Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”

52 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”

53 Fitrihindika Fairul and Puspita Sari, “The Influence of Sharia Compliance, Service Quality, and Promotion on E-
Loyalty of Bank Jago Syariah Customers.”

54 Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”
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jurisdictions and regulatory uncertainty. This fragmentation complicates the
implementation of innovative financial products, as banks must interpret multiple sets of
rules without a unified Shariah-based guideline. Such regulatory overlap not only delays
the adoption of digital solutions but also creates compliance risks for institutions that
operate across both banking and fintech ecosystems.

The lack of regulatory clarity hampers Indonesia’s competitiveness in the global
Islamic digital finance market. Countries such as Malaysia and the UAE have already
established comprehensive legal frameworks that recognize digital contracts, regulate
data privacy under Shariah standards, and provide cross-border transaction guidelines.
Without similar reforms, Indonesian Islamic banks risk being left behind, unable to attract
international investors or fully participate in cross-border digital services. Addressing
these regulatory challenges will therefore require a paradigm shift toward adaptive,
technology-sensitive, and Shariah-aligned legislation that strengthens both customer

confidence and the global positioning of Indonesia’s Islamic finance sector.

6. Strengthening Shariah Compliance in Digital Islamic Banking

Digital transformation offers chances to enhance Islamic banking's adherence to
shariah. Cutting-edge technologies like blockchain, Al, and machine learning present
viable ways to enhance digital banking transactions' traceability, transparency, and
shariah compliance monitoring. According to Shariah principles, which place a high
value on openness and moral financial conduct, blockchain technology has the potential
to significantly increase transparency in Islamic banking by creating a safe, decentralized
ledger system that permanently records transactions and verifiability. Blockchain makes
it easier to track transactions in real-time, which helps Shariah supervisory boards keep
an eye on compliance and eliminate uncertainty, which boosts consumer trust and
regulatory supervision®. To ensure Sharia-compliant financial activities, the technology
is also helpful for managing waqf, zakat, and Sharia peer-to-peer lending platforms>°.
Blockchain integration in Sharia fintech can dispel public misunderstandings about its

resemblance to traditional fintech®’ and provide more affordable financing options for

35 Nopi Hernawati et al., “Fraud Prevention: Effectiveness of Sharia Governance in Sharia Banks,” KnE Social
Sciences 9, no. 24 (2024): 412-24, https://doi.org/10.18502/kss.v9i24.16859.

36 Mohammad Ali Ma’ruf et al., “Eksplorasi Penggunaan Teknologi Blockchain Dalam Transaksi Keuangan Syari’ah
BSI KCP Probolinggo,” Economic Reviews Journal 3, no. 2 (2024): 1087-95, https://doi.org/10.56709/mrj.v3i2.341.
57 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”
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halal MSMEs’8. Nonetheless, there are still issues with technology adoption, security, and
regulation that call for cooperation from academics, regulators, and technology
developers in addition to training for Shariah financial professionals>’.

By automating monitoring and anomaly detection, artificial intelligence (AI) and
machine learning can enhance Shariah compliance in financial transactions. This helps
guarantee adherence to Shariah principles, including risk sharing and ethical investment.
According to®®, machine learning algorithms can identify transactions that contain riba or
gharar and mark them for additional examination. Additionally, these algorithms optimize
compliance by reducing false positives by 25% and increasing fraud detection by 30%°!.
Shariah compliance in digital banking, like that of Bank Jago Syariah, encourages client
loyalty®?, and Islamic bankers' expertise and dedication are essential to upholding
compliance®. Even if Al presents advancements, it is important to think about ethical
issues and compliance with Sharia rules. Further research is required to evaluate new
technologies in light of Sharia®.

It is crucial to update and broaden the regulatory framework to enhance shariah
compliance in Indonesian digital banking. To give Islamic banks clarity, guarantee that
digital services adhere to shariah, and foster innovation in the industry, OJK and DSN
MUI will collaborate on rules for digital transactions, electronic contracts, and data
privacy. New laws can give electronic transaction standards to eliminate uncertainty and
establish the legitimacy of digital contracts to conform to Sharia principles®. As

blockchain and AI are used for operational efficiency, biometric authentication

8 Mohammed Hassain T, “A Study on the Impact of Blockchain Technology on Islamic Financial System:
Challenges and Opportunities,” International Journal of Research in Finance and Management 7, no. 1 (2024): 24—
32, https://doi.org/10.33545/26175754.2024.v7.i11a.277.

39 Mohammad Ali Ma’ruf et al., “Eksplorasi Penggunaan Teknologi Blockchain Dalam Transaksi Keuangan Syari’ah
BSI KCP Probolinggo.”

60 Iga Daniel Ssetimba et al., “Advancing Electronic Communication Compliance and Fraud Detection Through
Machine Learning, NLP and Generative Al: A Pathway to Enhanced Cybersecurity and Regulatory Adherence,”
World Journal of Advanced Research and Reviews 23, no. 2 (2024): 697-707,
https://doi.org/10.30574/wjarr.2024.23.2.2364.

61 Tushar Khinvasara et al., “Survey of Artificial Intelligence for Automated Regulatory Compliance Tracking,”
Journal of Engineering Research and Reports 26, no. 7 (2024): 390-406,
https://doi.org/10.9734/jerr/2024/v26i71217.

62 Fitrihindika Fairul and Puspita Sari, “The Influence of Sharia Compliance, Service Quality, and Promotion on E-
Loyalty of Bank Jago Syariah Customers.”

63 Hidayatullah et al., “Reconceptualization of Ideal Islamic Bankers in The Sharia Framework (An Effort to Create a
Sharia Compliance Ecosystem).”

64 Rusni Hassan et al., “A Shariah Compliance Analysis of Virtual Reality Technology Investment:,” in
Entrepreneurship Innovation and Education for Performance Improvement, ed. Syed Ahmed Salman and Amiya
Bhaumik (IGI Global, 2024), https://doi.org/10.4018/979-8-3693-7903-5.ch006.
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requirements are equally crucial for security®. Banks can manage digital data per Shariah
standards when data protection is clear®’. Along with rules, Islamic bankers' education
and training are crucial for their successful implementation®, and clients' increased digital
literacy facilitates the uptake of digital Islamic banking services®. By establishing
unambiguous rules, Indonesia can lead the world's Islamic financial sector and show that
Sharia compliance and digital innovation can coexist.

Another opportunity arises from the potential integration of international standards
with local Shariah principles. By benchmarking Indonesia’s regulatory reforms against
established frameworks in Malaysia, Bahrain, or the UAE, policymakers can adopt best
practices while maintaining contextual alignment with domestic Shariah values. This
approach not only strengthens the credibility of Indonesian Islamic banks in global
markets but also facilitates cross-border transactions that are increasingly vital in a
digitally interconnected economy. Moreover, harmonizing local and international
standards could attract greater foreign investment into Indonesia’s Islamic finance sector,
enabling broader access to capital for halal industries and MSMEs.

Digital transformation offers a pathway for inclusive financial growth by leveraging
technology to reach underbanked and rural populations. Mobile-first banking
applications, supported by clear Shariah-compliant guidelines, can expand financial
inclusion while promoting economic justice in line with Maqashid al-Shariah. Training
programs that combine digital literacy with Shariah financial principles will also
empower consumers to confidently adopt Islamic digital services. In this sense,
digitalization is not only an efficiency tool but also a strategic instrument to align financial
innovation with ethical imperatives. If managed properly, these opportunities could
enable Indonesia to emerge as a frontrunner in Islamic digital finance, balancing modern
technological advancements with deeply rooted Shariah values.

The banking industry's digital transformation presents excellent chances to raise the
comfort, effectiveness, and accessibility of financial services in Indonesia. To guarantee
that digital services continue to be completely compliant with Sharia standards, this

change also presents unique difficulties for Islamic banking. The difficulty of integrating

% Said and Muhammadun, “Digital Innovation in Indonesian Sharia Banks.”

7 Huda, “Sharia Fintech Business Analysis at PT. Indonesian Sharia Fund.”

%8 Hidayatullah et al., “Reconceptualization of Ideal Islamic Bankers in The Sharia Framework (An Effort to Create a
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technology-based automated procedures with conventional Shariah principles is one of
the main issues noted. Because Shariah law places a strong focus on openness, justice,
and mutual consent, all of which are challenging to guarantee in a digital setting,
integrating technology-based automation with Shariah principles can be challenging,
particularly in digital transactions. These issues are made worse by Indonesian Sharia
banking regulations' non-recognition of digital verification methods like biometric
authentication, which raises compliance issues and possible legal disputes. For this
reason, a comprehensive framework to align digital contracts with Sharia ethics is
required. Digital adoption is further hampered by a lack of public awareness of the
distinctions between Sharia and traditional fintech’’, and Sharia researchers are unable to
fully comprehend smart contracts due to their complexity’!. To bridge this divide and
create digital solutions that adhere to Shariah, technologists, and Shariah scholars can
work together’?. If Islamic banks are Shariah-compliant, implementing Al and blockchain
can increase their efficiency. Enhancing digital literacy and developing financing models
based on Shariah technology can facilitate the integration of digital contracts within the
Shariah framework .

Using technology like blockchain and artificial intelligence, digitalization in
Islamic banking provides ways to enhance adherence to Shariah standards. With its
visible and unchangeable ledger system, blockchain guarantees accountability and
traceability in line with Shariah’s values of justice and openness, allowing for the safe
recording of transactions’®. By automating compliance monitoring and identifying
transactions that might contain riba or gharar, artificial intelligence (AI) and machine
learning can increase productivity and lower the risk of non-compliance’®. However, the
effectiveness of these technologies depends on Indonesian regulators establishing clear

Shariah-compliant standards. These include, for example: (1) standards on the legal
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validity of digital contracts and e-signatures under Sharia principles; (2) standards on
biometric and digital verification procedures to ensure fairness and consent; (3) data
protection standards that integrate both global best practices and Sharia values of
confidentiality (amanah); and (4) cross-border compliance standards to harmonize
transactions with other Islamic finance jurisdictions such as Malaysia or the UAE’. The
development of these standards requires close cooperation between Islamic banks,
fintechs, regulators, and the DSN-MUI, ensuring that technological innovation aligns
with both national regulation and Sharia compliance’’.

The importance of strengthening collaboration between regulators, Islamic
financial institutions, and technology providers to ensure that digital innovations are not
only efficient but also legally and ethically sustainable. A multi stakeholder approach is
necessary to close the regulatory gaps, enhance Shariah governance, and build robust
cybersecurity infrastructures that meet both global best practices and Islamic ethical
standards. This collaboration can also facilitate the exchange of knowledge, allowing
Shariah scholars to better understand emerging technologies while enabling technologists
to design systems that respect Islamic legal and ethical principles.

The transformation of Islamic banking in Indonesia should be viewed not only as a
legal and technological adjustment but also as a strategic opportunity to reinforce the
country’s role in the global Islamic finance industry. By developing adaptive regulations,
promoting digital literacy, and embedding Shariah values into every layer of financial
innovation, Indonesia can strengthen customer trust and expand financial inclusion.
Ultimately, the successful integration of digital transformation with Shariah compliance
will determine whether Indonesia can position itself as a leader in Islamic digital banking,
offering a model that balances innovation, ethics, and legal certainty.

7. Implications for Stakeholders

Numerous players in the Islamic banking ecosystem would be significantly
impacted by the regulatory changes proposed in this discussion. To adapt sharia
compliance standards to the digital age without sacrificing Islamic principles, legislators

and regulators would need to work together to implement these adjustments. Adopting

76 Hapiyah Hapiyah et al., “Exploring the Digital Frontier”; Said and Muhammadun, “Digital Innovation in
Indonesian Sharia Banks.”
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blockchain and Al-driven compliance solutions could improve operational efficiency for
Islamic banks, but doing so would require staff training and new technology expenditures
to make sure the tools are used in a way that complies with Sharia law. Customers would
also gain from more security and transparency since improved laws and technological
advancements would make online banking more dependable. Increased confidence in
Sharia-compliant digital services may increase the number of Indonesian Islamic banks'
clients, thereby promoting financial inclusion by offering easily accessible banking

choices consistent with religious principles.

CONCLUSION

The digital transformation offers both opportunities and challenges for Islamic
banking in Indonesia. Key findings show that two regulatory gaps, unclear standards
regarding digital contracts and the absence of Sharia-based data protection remain critical
obstacles for Islamic banks to adapt to technological changes. Some articles create
uncertainty: for example, legal recognition of contracts based on the Indonesian Civil
Code still depends on written documents and signatures, which are not fully compatible
with blockchain-based smart contracts or electronic signatures. This regulatory gap
highlights the difference between “correct regulation” (which legally exists and regulates
conventional banking) and “good regulation” (which is adaptive, supportive, and aligned
with sharia principles in a digital context). To address these challenges, three priorities
must be emphasized: (1) reformulating legal standards for digital contracts in accordance
with Sharia, including the recognition of electronic signatures and smart contracts; (2)
establishing Sharia-based data protection guidelines that combine confidentiality
(amanah) with global privacy standards; and (3) aligning Indonesia's regulatory
framework with international Sharia financial centers such as Malaysia and the UAE to
facilitate cross-border compliance. By focusing on these legal reforms, Indonesia can
build stronger public trust, achieve effective Sharia compliance, and strengthen its
position as a global leader in Islamic digital finance. The success of Islamic digital
banking in Indonesia ultimately depend on the synergy between regulation, technology,
and Shariah values. Legal reforms must be complemented by efforts to enhance digital
literacy among consumers, strengthen the capacity of Shariah supervisory boards, and

encourage innovation that is ethically grounded.
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